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Abstract: A new RS steganalysis algorithm to attack UnderMP3Cover was proposed. By analyzing the error caused by
the RS algorithm, the choice of resolution function, the initial bias and the fitting method were modified, the flip operator

was also selected in the experiment. Experimental results demonstrate that the proposed method can estimate the length

of embedded message effectively and the average error reduces to 2%, which is better than the existing algorithms.
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T 500 15 WAV &40, $EMEE 5.1 e X, HiE
TFEFEIFEA, g55LL 128 kbit's Afil. HE 5~
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1%, BitSpacing=3 I, F-IJRFELI N 2%. FHNIK
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%5 BitSpacing=1 i, FEIBMAEHNER

o MAFE
A7
10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
ik KAEIE 9.09 20.40 30.32 40.30 51.35 61.01 71.07 80.67 90.51 98.44
K% BIE 8.66 20.00 29.97 40.00 51.10 60.81 70.93 80.57 90.46 98.43
o KAEIE 3.33 3.02 3.16 3.06 3.27 2.79 2.81 2.98 2.62 0.07
A BIE 3.44 2.93 3.18 3.19 3.37 2.75 2.73 291 2.64 0.06
% 6 BitSpacing=2 B, AEH#AERLER
AT
5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
i RAEIE 422 9.35 15.02 20.53 26.54 32.21 37.65 43.19 48.43 52.80
K BIE 3.84 8.91 14.59 20.13 26.17 31.87 37.33 4291 48.17 52.57
e RIEIE 3.34 2.90 2.87 2.94 3.17 3.91 434 431 451 4.16
HE
R BIE 3.41 3.12 2.85 2.81 3.01 3.67 423 4.08 432 4.03
# 7 BitSpacing=3 i, FEHMARHNER
MAK
RSBy
3.3% 6.6% 9.9% 13.2% 16.5% 19.8% 23.1% 26.4% 29.7% 33%
fhir ARIEIE 2.66 5.74 7.82 11.21 14.80 18.32 21.84 25.29 28.91 34.66
K& BIE 2.13 4.69 9.38 12.85 16.61 20.23 24.09 27.52 31.21 32.38
g REIE 2.34 2.12 2.19 3.03 2.89 277 2.96 3.24 3.26 3.26
S5 BIE 3.26 3.19 3.25 2.59 2.60 261 2.92 2.89 2.78 2.96
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# 8 BitSpacing=2 B, FREMNFIMARMANENER
e oIl AR
o/ (bits™) J7ik: 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
64 vt Jin ik 12.96 22.78 33.54 42.65 52.84 62.50 72.14 81.31 91.20 95.78
K ARSI 11.63 21.04 31.08 40.39 50.31 60.21 69.89 79.26 88.20 94.82
i Jin 53k 8.42 8.70 8.52 8.62 8.70 7.78 8.32 7.97 6.80 0.00
Rz R 7.75 7.88 7.51 7.85 7.77 7.53 7.68 7.94 6.96 2.09
128 vl Jin 5% 12.30 22.48 33.67 43.69 52.64 62.39 71.60 80.74 91.28 97.23
Kz ASCE: 10.96  20.98 31.11 40.94 50.11 59.95 69.50 78.87 89.45 96.28
LREIEN Jin $53% 6.44 6.63 6.67 6.58 5.98 5.88 5.65 5.50 5.76 0.00
Rz R 5.88 6.10 6.09 6.26 5.73 5.70 5.70 5.32 5.78 1.25
192 il Jin ik 11.48 21.91 33.51 43.95 52.49 62.28 71.68 80.85 91.25 97.38
Kz AL 10.81 20.98 31.41 41.55 50.35 60.26 69.88 79.25 89.83 96.69
LREIEN Jin 53k 6.36 6.32 6.57 6.61 5.65 5.26 5.52 5.31 5.25 0.00
Rz AR 5.43 5.67 5.47 5.34 5.14 5.05 5.23 5.23 4.87 0.49
256 v Jin £5¥% 13.29 23.73 34.89 44.05 53.38 62.82 71.87 80.97 90.93 97.16
KB NS RS 10.90 21.16 31.50 40.69 50.53 60.15 69.47 78.82 89.24 96.45
SREIEN Jin 53k 6.78 7.14 6.86 6.83 6.56 6.25 5.84 5.86 5.59 0.00
R AR 5.97 5.58 5.55 5.42 5.45 5.36 5.17 5.17 5.01 1.29
%9 BitSpacing=2 it, EREMNFINARMANENER
) . Lo/l S
%/ (kbit's™) Iy 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
64 vt Jin 5k 8.67 12.65 17.28 22.02 27.44 32.53 37.45 42.60 47.52 51.92
K A 7.78 11.96 16.57 21.12 26.26 31.28 36.24 40.78 45.82 50.29
LRE(E] Jin 5532 5.00 8.89 8.66 8.82 8.97 8.89 8.13 8.36 8.16 7.77
R AR 5.00 8.05 8.31 7.77 8.00 7.85 7.38 7.48 7.66 7.04
128 it Jin 532 7.51 12.16 17.22 22.25 27.67 33.01 37.71 4285 47.63 52.75
K AL 6.87 11.37 16.61 21.15 26.71 31.89 36.51 41.15 45.77 51.26
o Jin ik 5.00 6.56 6.40 6.28 5.92 6.24 6.10 5.97 6.22 6.16
IRZE NS S R 5.00 5.82 6.02 5.89 5.91 5.86 5.53 5.60 5.55 5.56
192 vl Jin B9k 6.73 11.51 16.74 21.69 26.88 32.62 37.64 4238 47.10 52.21
K A 6.61 11.33 16.46 21.15 26.33 31.87 36.68 41.09 45.77 50.95
o Jin ik 5.00 5.94 6.01 6.12 5.99 5.64 5.50 5.96 5.27 5.76
IRZE NS R 5.00 5.77 5.56 5.51 5.66 5.09 4.93 5.25 4.86 5.26
256 vl Jin B9k 8.53 13.15 18.44 23.29 28.22 33.78 38.60 43.39 48.09 53.35
K AL 6.76 11.42 16.49 21.06 26.23 31.76 36.48 40.97 45.76 51.00
o Jin 5532 5.00 6.61 6.69 6.58 6.60 6.69 6.24 6.32 6.39 6.24
IRIE AR 5.00 5.69 5.57 5.57 5.46 5.56 5.20 5.28 5.22 4.89
% 10 BitSpacing=2 i, ZMWERMFIHAREINRLER
. i NS
% /(bits™) Ty ik 33%  6.6%  9.9% 13.2% 16.5% 19.8% 23.1% 26.4% 29.7%  33.0%
64 vl Jin B9k 7.42 9.82 13.00 16.03 18.77 21.96 25.49 29.12 31.86 35.02
K K 6.46 8.73 11.49 14.59 17.39 20.44 23.89 27.49 30.03 33.19
o Jin $5¥% 3.30 6.60 8.80 8.83 8.11 8.89 8.12 8.62 8.12 8.23
IRZE AR 3.30 6.60 8.13 7.49 7.50 7.73 7.70 7.78 7.10 7.72
128 fhiif Jin B9k 6.08 8.76 11.97 15.08 18.66 21.87 25.71 29.25 32.91 36.28
K K 5.45 7.90 10.73 13.77 17.20 20.21 23.93 27.57 30.79 34.07
o Jin ik 3.30 6.40 6.34 6.35 6.15 6.10 6.24 6.37 6.17 6.15
PR AR 3.30 6.24 6.01 5.91 5.90 5.74 5.87 6.01 5.96 5.91
192 fhif Jin 7% 5.61 8.34 11.44 14.92 18.25 21.64 25.56 29.09 33.19 36.74
K& ARSCEE: 5.27 7.81 10.70 14.01 17.25 20.47 24.10 27.62 31.33 34.76
R[] Jin 5% 3.30 6.13 6.26 6.20 5.71 6.11 6.66 6.21 6.47 6.45
PR AR 3.30 5.38 5.28 5.57 5.14 4.97 5.39 5.71 5.23 5.54
256 fhiif Jin 7% 7.06 9.81 13.01 16.45 19.42 22.85 26.83 30.29 34.01 37.76
K& ARSCE: 5.34 7.80 10.74 14.00 16.86 20.11 23.93 27.29 30.86 34.53
R[] Jin 5% 3.30 6.60 6.83 6.80 6.67 6.81 6.80 6.72 6.75 7.17
PRz AR 3.30 5.58 5.58 5.94 5.76 5.51 5.62 5.46 5.55 5.65
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